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[Ipuka3z ®Cb Poccun ot 10 uronsg 2014 r. N 378 "O6 yrBepxkaenun CocraBa U cofepaHus
OpPraHU3AIMOHHBIX U TEXHUYECKUX MEp MO 00eCeueHnI0 0€30IaCHOCTH MEPCOHANBHBIX JAHHBIX ITPU UX
00paboTke B HH()OPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JJAHHBIX C UCIIOJIB30BAHUEM CPEICTB
KpUNTOrpaguueckoil 3anuThl HHGOpMaIUU, HEOOXOAUMBIX JJIS BHITOJIHEHHS YCTAaHOBIECHHBIX
[IpaButenbcTBOM Poccuiickoi denepanun TpeOOBaHMH K 3alIUTE TEPCOHABHBIX TAHHBIX JJIs1 K&KIOTO U3
YpOBHEM 3alIUIIIEHHOCTH"

B cootBerctBuM ¢ yacthio 4 cratbu 19 denepanbHoro 3akoHa ot 27 utong 2006 r. N 152-d3 "O
NEPCOHAIBHBIX JaHHBIX "™ MPUKa3bIBAIO

yTBEpAuTh npuiaraemsele CocTaB M coJAepKaHME OPraHU3alUOHHBIX M TEXHUYECKMX MEp IO
oOecrieyeHn0 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMAax
IEPCOHANBHBIX JAHHBIX C HCIOJIb30BAHUEM CPEACTB KPHUNTOrpaguueckod 3amuThl HHGOpPMALUH,
HEOOXOUMBIX JUUIsl BBIIIOJIHEHUSI ycTaHOBIIEHHBIX [IpaBurenscTtBoM Poccuiickoit @enepanumn tTpedboBanumii
K 3alUTE MEPCOHAIBHBIX JAHHBIX I KaKIOTO U3 YPOBHEH 3aIMILEHHOCTH.

Jupextop A. boptHUKOB

3apeructpupoBano B Muntocte PO 18 aBrycra 2014 1.
Peructpanmonssiii N 33620

* CobOpanue 3akoHoaarenbcTBa Poccuiickoit @eneparnuu, 2006, N 31 (u. I), ct. 3451; 2009, N 48,
cT. 5716, N 52 (u. I), cT. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173, cT. 4196; N 49, c1. 6409; N 52 (u. 1),
cT. 6974; 2011, N 23, ct. 3263; N 31, ct. 4701; 2013, N 14, ct. 1651; N 30 (u. 1), cT. 4038.

IIpunoxenune

K npukasy PegepaabHOU
cJ1yk0b1 0e3onacHoctu PO
ot 10 uross 2014 r. N 378

CocraB u comepkaHue
OPraHM3alMOHHBIX U TEXHHYECKUX Mep Mo o0ecnedeHn 0 0e30MacHOCTH MEePCOHAIbHBIX JAHHBIX MPH
X 00padoTKe B MH(OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX € HCI0Jb30BAHMEM CPEJICTB
KpunrTorpaguyeckoi 3auThl HHpopManu, He00XO0AUMBIX /IJISl BHITIOJIHEHHUS YCTAHOBJIEHHBIX
IIpaButenncrBoM Poccuiickoin @enepaunu Tpe0OBaAHUI K 3a1IMTE NMEPCOHAIbHBIX JAHHBIX VIS
Ka’KI0T0 U3 YPOBHEH 3alUIEHHOCTH

1. O01mue mos10keHUA

1. Hacrosimuii 1OKyMEHT OmNpeNesieT COCTaB U COJAEpkKaHUE OPraHU3alMOHHBIX U TEXHHUYECKUX
Mep Mo obecreyeHno 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTke B MH(DOPMALIMOHHBIX
CUCTeMax IMEepPCOHATbHBIX IaHHBIX (Janee - WHPOPMAIMOHHAS CHCTEMa) C HCIIOJIb30BAHMEM CPEICTB
kpunrorpaduaeckoit 3amutel uHGopmaruu (mamee - CK3U), HeE0OXOAUMBIX 71  BBITOJHEHHS
yctaHoBieHHbIX [IpaButenscTBoM Poccuiickoit @eaepannu TpeOoBaHN K 3alIUTE MEPCOHATBHBIX JaHHBIX
JUISL KQKA0T0 U3 YPOBHEW 3alIUIIIEHHOCTH.

2. Hacrosmmii 1OKyMEHT mpelHa3HaueH Juisi oneparopoB, wucnoibdytomux CK3U mgis
oOecrnieyeHus 6€30MacHOCTH MEPCOHATIBHBIX JAHHBIX IPU UX 00paboTKe B MH(POPMALIMOHHBIX CHCTEMAX.

3. IlpumeneHne OpraHu3alMOHHBIX U TEXHUYECKUX MEP, ONPECICHHBIX B HACTOAIIEM JIOKYMEHTE,
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obOecrieunBaeT oOmMEparop C YyY4eToM TpeOOBaHWI OKCIUTyaTallMOHHBIX JoKkymMeHToB Ha CK3U,
UCIIONIb3yeMbIe JUIsl oOecriedyeHHsl Oe30MacHOCTH TEPCOHANBHBIX JaHHBIX TIpH HUX 00paboTke B
UH(OPMAIMOHHBIX CUCTEMAX.

4. Dkcrnyaranusa CK3U nomkHa oCylIEeCTBIATHCS B COOTBETCTBUM ¢ JokyMeHTanue Ha CK3U u
TpeOOBaHUSIMU, YCTAaHOBJICHHBIMM B HACTOSIIIIEM JOKYMEHTE, a TakKe€ B COOTBETCTBHUM C HWHBIMHU
HOPMATHBHBIMH MPABOBBIMH aKTaMH, PETYJIUPYIOITUMU OTHOIIICHUS B COOTBETCTBYIOIIEH 00JI1aCTH.

I1. CocTaB u coaep:kaHue OPraHNU3AIUOHHBIX U TEXHHYECKUX MepP, He00X0AMMBbIX /1J15l BHITIOJIHEHUS
ycraHoBJieHHbIX [IpaBuTenbeTBOM Poccniickoii @enepanun Tpe0OBaHMiA K 3a1IUTE MEPCOHAIBHBIX
JAAHHBIX /151 4 YPOBHS 3alIIMIIIEHHOCTH

5. B coorBerctBuM ¢ nyHktom 13 TpeOGoBaHuii K 3alIuTe NEPCOHATBHBIX JaHHBIX TMPU HX
00paboTke B HMH(OPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX NAHHBIX, YTBEP)KACHHBIX ITOCTAHOBICHUEM
[IpaBurensctBa Poccuiickori ®eneparuu ot 1 Hos6psa 2012 r. N 1119* (manee - TpeGoBanus K 3amure
NEPCOHAIBHBIX JIAaHHBIX), JUIsl o0ecrieyeHus 4 ypoBHS 3alUIIEHHOCTHU INEPCOHAJIbHBIX JAHHBIX NPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMaX HEOOXOUMO BBITIOTHEHUE CIEAYIOUINX TpeOOBaHUI:

a) opraHuzanus pexuMa oOecredeHus: Oe30MacHOCTH TOMENICHUH, B KOTOPBIX pa3MelieHa
uH(pOpPMaIMOHHASI CUCTEMA, MPEMATCTBYIONIEIO BO3MOXKHOCTH HEKOHTPOJIUPYEMOTO MIPOHUKHOBEHUS WM
npeObIBaHMs B 3TUX MOMEIIECHHUAX JIML, HE UMEIOLUX [1paBa J0CTYIa B 3T [IOMEILEHUS;

0) obecrieueHre COXPaHHOCTH HOCUTENEH EPCOHANBHBIX JTaHHBIX;

B) YTBEp)KJIEHUE PYKOBOJIUTEIEM OIEpaTopa JOKYMEHTA, OMPEEIISIOIEro MepeueHb JINILL, AOCTYII
KOTOPBIX K MEPCOHATbHBIM JaHHBIM, 00padaThiBaéMbIM B MH(OPMALMOHHOW CHUCTEME, HeOOXOIUM Ui
BBITTOJIHEHHSI UMU CITYKEOHBIX (TPYIOBBIX) 0053aHHOCTEIH;

') UCIIOJIb30BAaHUE CPEACTB 3aIUTHI HHPOPMAIUH, TPOLISIIINX MPOIeAypy OLEHKHA COOTBETCTBHS
TpebOBaHUsIM 3aKoHOJATeNbCTBA Poccuiickoit dDenepanu B obOsactu oOecrieueHUss O€30MaCHOCTH
uHpOpMalny, B clIydae, KOraa MIpUMEHEHHE TaKuX CPEJCTB HEOOXOAMMO JUTs HEUTpaIU3alMy aKTyalbHbBIX
yrpo3.

6. [{nst BeIMOTHEHUs TPeOOBaHUS, YKa3aHHOTO B MOANYHKTE "a" MyHKTa 5 HACTOSIIETO JOKYMEHTA,
HeoOXoauMo  obecrieyeHue  pexuma, IPEnsSTCTBYIOLIETO  BO3MOXXHOCTH  HEKOHTPOJIUPYEMOTO
INPOHUKHOBEHUsS] WJIM IMpeObIBaHUS B MOMENIEHHSX, IAe pa3menieHsl ucnoibzyemble CK3U, xpansrtcs
CK3U u (unum) HOCUTENH KITIOYEBOM, ayTeHTHUuuupyroue u naponbHoi nHpopmanun CK3U (nanee -
[Tomemenus), mun, He UMEOLIUX IpaBa foctyna B [loMemnienns, KOTopoe JOCTUTAETCS ITyTEM:

a) ocHamienust [lomeniennii BXOJHBIMU JBEPbMH C 3aMKaMU, 00€CTIE€YEHHS IOCTOSIHHOTO 3aKPBITUS
neepei Ilomenmennii Ha 3aMOK M MX OTKPBITUS TOJNBKO JUI CAaHKLIMOHHPOBAHHOIO INPOXOJA, a TaKXKe
onevyaThiBaHug [lomemieHnii 1mo oxoHuaHuu pabGodero mAHS WM oOopyaoBaHue Ilomemienuii
COOTBETCTBYIOIIMMU TEXHUYECKMMH YCTPONMCTBAMH, CUTHAIM3ZHUPYIOIIMMU O HECAHKIIMOHUPOBAaHHOM
BCKpbITHH [loMeennit;

0) yrBepxkaeHus npaBui joctyna B [lomemienuss B pabouee m Hepabouee Bpems, a Takxke B
HEIITaTHBIX CUTYaIHsX;

B) YTBEPKJIEHUS NIEPEYHs JIML, UMEIOIINX MpaBo aocTyna B [lomemenus.

7. st BBIOTHEHUS TPpeOOBaHUs, YKA3aHHOTO B MOAyHKTe "0" MmyHKTa 5 HACTOALIEro JOKYMEHTa,
HE00X0/IUMO:

a) OCYILIECTBIJISITh XPAaHEHHWE ChEMHBIX MAIIMHHBIX HOCHTENEH MepCOHATbHBIX JAHHBIX B ceildax
(MeTayuMueckux Imkadax), o00pyJOBaHHBIX BHYTPEHHMMHU 3aMKaMH C JABYMS MM Oojiee JyOIMKaTaMu
KIIFOYe M MpUCIOCOOJIEHUSMU JUIsl ONEYaThbIBAaHUS 3aMOYHBIX CKBa)XMH MM KOJOBBIMHM 3aMKamu. B
CJIy4ae €ClIi Ha Cb€MHOM MAalllMHHOM HOCHTEJIE NIEPCOHAIBHBIX JAaHHBIX XPAHSITCS TOJBKO IEPCOHAIbHBIE
naHHble B 3amupoBaHHoOM ¢ ucnonb3zoBanuem CK3U Buze, nomyckaercss XxpaHeHHE TaKMX HOCUTENIEH BHE
ceiidoB (MeTauYecKux mKados);

0) OCYIIECTBIIATH MO3K3EMIUISIPHBIN y4eT MalIMHHBIX HOCUTENEH MepCOHATBHBIX JaHHbIX, KOTOPBIN
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JIOCTUTAETCA IYyTEM BEICHMS >KypHajla ydyeTa HOCHUTEJIEM NEPCOHAIBHBIX JaHHBIX C HCIOJIb30BaHUEM
PErUCTPALIMOHHBIX (3aBOJICKHX) HOMEPOB.

8. Jlns BeIoNHEHMs TpeOOBaHM, YKa3aHHOTO B TMOAMYHKTe "B" MyHKTa 5 HACTOSIIETO JOKYMEHTA,
HEO00XO0aUMO:

a) pa3paboTaTh W YTBEpAHUTH JOKYMEHT, OINpPEICNSIOUINA TMepeueHb JHI, JOCTYI KOTOPBIX K
NEPCOHAIBHBIM JaHHBIM, 00pabaThiBa€MbIM B MH()OPMALIMOHHOW cHUCTEME, HEOOXOAUM JJIsi BHIMOIHEHUS
UMH CITY)KEOHBIX (TPYIOBBIX) 0053aHHOCTEI;

0) moaaep>KMBaTh B aKTyallbHOM COCTOSIHUM JOKYMEHT, ONpPEIEISIIONIMM MepeueHb JIUI, AOCTYII
KOTOPBIX K IMEPCOHAJIBHBIM JIaHHBIM, 00pabaTeiBaeMbIM B WH(MOPMAIIMOHHON cHCTEME, HEOOXOIuM st
BBITIOJIHEHHS] MU CITY’)KCOHBIX (TPYIOBBIX) 00SI3aHHOCTEH.

9. 15151 BBIONHEHUS TpeOOBaHUS, YKa3aHHOTO B MOITYHKTE "I TIyHKTA 5 HACTOAIIETO TOKYMEHTA,
HEOOXOIUMO 7Sl KaKIOr0 M3 YpPOBHEH 3alUIIEHHOCTH MEPCOHANBHBIX MaHHBbIX HpumeHeHue CK3U
COOTBETCTBYIOIIIETO KJIacca, MO3BOJIAIONIMX OOecreyuBaTh O€30MaCHOCTh MEPCOHAIBHBIX MaHHBIX IPH
peanu3aluy LeJeHANpPaBICHHbIX JEUCTBUH C HUCIOJIB30BAHUEM amMNapaTHBIX U (WJIK) MPOTpaMMHBIX
CPEACTB C LeNbl0 HapymeHus 0e3zomacHocTH 3ammmaemMbix CK3UW nmepcoHambHBIX JaHHBIX WM CO3/IaHUS
YCIIOBUH JJIsl 3TOTO (J1ajiee - aTaka), KOTOPOE JOCTUTACTCS ITyTEeM:

a) TOJY4YeHHsS HCXOIHBIX JAHHBIX I (POPMUPOBAHUS COBOKYIMHOCTH MPEINOJIOKEHUNH O
BO3MOXXHOCTSIX, KOTOPbIE€ MOTYT HCIOJb30BaThCS MPHU CO3[JaHUHM CIOCOOOB, MOJATOTOBKE U MPOBEIACHHUU
aTak;

0) dopmupoBaHUS M YTBEPXKICHUS PYKOBOAUTEIEM ONEPATOpa COBOKYIMHOCTU MPEINOIOKEHUN O
BO3MOXHOCTSIX, KOTOPbIE MOTYT HCIIOJIB30BATHCS MPHU CO3JAHUH CHOCOOOB, MOATOTOBKE M MPOBEACHUHU
aTak, ¥ OMpeJIeJICHHEe Ha 3TO OCHOBE U C yYETOM THUIIA aKTyalbHBIX Yrpo3 Tpedyemoro kiacca CK3U;

B) HUCIIOJIb30BaHMs JUIsd o0ecrieueHus: TpeOyeMoro YpOBHsI 3alUIIIEHHOCTH EPCOHANbHBIX JaHHbBIX
npu ux oopabotke B unpopmannonnoii cucteme CK3U knacca KC1 u Bbiie.

10. CK3U xmacca KC1 mnpuMmeHsroTCs 1Uisi HEHUTpalv3alldiu aTak, MpPU CO3JIaHUU CIIOCOOOB,
MOJATOTOBKE U MPOBEACHUH KOTOPBIX UCIIOIb3YHOTCS BO3MOKHOCTH U3 YUCIIA CIEAYIOIINX:

a) co3JaHHe CcrocoOOB, MOJArOTOBKA M TMPOBEACHHE aTak 0e3 IMPHUBJICYEHHUS CIELHAINCTOB B
oOnactu pa3pabotku u ananuza CK3U;

0) co3ganue croco0oB, MOATOTOBKA M MPOBEJICHHUE aTaK HAa PA3IMYHBIX dTanax >KM3HEHHOTO ITUKJIA
CK3U1**;

B) MpOBEACHUE aTaKd, HAXOJACh BHE MPOCTPAHCTBA, B Ipeleiax KOTOPOro OCYIIECTBISETCS
KOHTPOJIb 32 MpeObIBAaHUEM U JASUCTBUAMM JIUI] U (WJIN) TPAHCIIOPTHBIX CPE/ICTB (Jlaee - KOHTpOoJIupyeMas
30HA)™**;

I) TMpoBeJeHME Ha JTamax pa3paboTKu (MOJEpHU3AIMM), MPOM3BOJICTBA, XpaHEHUS,
tpancioptupoBku CK3M u stane BBoma B 3kcmuyarauuto CK3U  (myckoHananounble paboOTHI)
CIIEYIOIINX aTaK:

BHECEHHE HECAaHKIMOHMPOBaHHbIX M3MeHeHHl B CK3U u (uim) B KOMIIOHEHTHI ammapaTHbIX U
IPOTPaMMHBIX CPEJCTB, COBMECTHO C KOTOpbIMH IITaTHO (pyHKIMOHUPYIOT CK3M M B COBOKYIMHOCTH
npeacrasisitone cpeny ¢yakuauonupoBanus CK3U (mamee - C®D), koTopple CIOCOOHBI MOBIUATH Ha
BhInosiHeHHe mnpenbsaBigeMblx kK CK3U tpeGoBanmii, B TOM 4YMCiI€ C HCHOJIB30BAHUEM BPEIOHOCHBIX
porpamm;

BHECEHHUE HECAHKIIMOHMPOBAaHHBIX U3MeHEeHU! B nokymMeHTanno Ha CK3U n xomnonentsr CO;

1) IpoBe/ieHne aTak Ha stane 3kcrutyarauuu CK3U Ha:

NIEPCOHAJILHBIE IaHHBIE;

KIJIFOUEBYI0, ayTeHTU(DHUIMPYIONTYIO U TapoiabHyto nHpopmarmio CK3U;

nporpammubie komnoHeHTsl CK3U;

anmapaTtHbeie komnoneHTsl CK3U;

nporpaMMHblie kKomrnoHeHTsl C®D, BKiItouas mporpamMmmHoe obecnieuenue BIOS;

anmnaparHble KOMIOHeHThl CO;

JlaHHbIE, IIEpeaBacMble 110 KaHajlaM CBSI3U;
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UHBbIE OOBEKTHI, KOTOPbIE YCTAaHOBJIEHBI NMPU (HOPMUPOBAHUM COBOKYIMHOCTH MPEATIOIOXKEHUH O
BO3MOXKHOCTSIX, KOTOPbIE€ MOTYT HCHOJb30BaThCS MPHU CO3JaHUHM CIOCOOOB, MOJArOTOBKE U MPOBEACHHUU
aTak C y4eToM IpPUMEHSIEMbIX B HH(POPMAITMOHHON cUCTeMe WH(OPMAIIMOHHBIX TEXHOJIOTHH, almapaTHbIX
cpencts (nanee - AC) u nmporpaMmmHoro oodecniedenus (ganee - [10);

€) TONy4YeHHE W3  HaxXO[AIUXCA B  CBOOOAHOM  JOCTyNl€ HMCTOYHUKOB  (BKIHOYAS
MH(GOPMaILMOHHO-TEIEKOMMYHHUKAIIMOHHbBIE CETH, JOCTYNl K KOTOPHIM HE OTpaHHyYeH ONpeesIeHHBIM
KPYT'OM JIMILI, B TOM 4HcJie HH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHYIO ceTh "MHTepHet") nHpopmanuu o0
nHpopMmanmoHHOW cucteme, B kotopoil wucmoibzyercs CK3U. Ilpum 3ToM MOXeT OBITh TMOJydeHa
crenyroas nHGopmaIms:

obmue cBeneHus o6 MHMOPMAIMOHHOW cucTeMe, B KoTopoi mcrnoib3yercs CK3U (Ha3zHaueHwue,
COCTaB, OMepaTop, OOBEKTHI, B KOTOPBIX pa3MeIIeHbl peCcypchl HH()OPMAITMOHHOW CHCTEMBI);

cBefeHuss 00 MHMOPMALMOHHBIX TexHoJorusix, 60azax manubix, AC, I1O, wucnonb3yembix B
uHpopMannoHHoi cucreme coBMecTHO ¢ CK3U, 3a MCKIIOUEHHEM CBEIEHUH, COAEPIKAIIMXCS TOIBKO B
KOHCTPYKTOPCKOM JOKyMEHTallM Ha WH(GOPMAIMOHHBIE TexHoloruu, 0aspl npanHblx, AC, 11O,
UCTIOJIb3yeMbIe B MH(POpMaIMOHHOH cucteMe coBmecTHO ¢ CK3U;

coJiepaHue KOHCTPYKTOpcKon JokymeHnTanuu Ha CK3U;

coJiepyKaHue HaXOsIIeNcss B CBOOOJHOM JIOCTyIE JOKYMEHTAIMK Ha annapaTHble U IporpaMMHbIE
komitoHeHTHI CK3U u C®;

o01111e CBEJIEHUS O 3aIuiaeMoi nHGOpMaIiH, UCTIOIb3yeMo B miporiecce skcruryatanuu CK3U;

CBEJICHMsI O KaHaJllaX CBsI3HU, IO KOTOPhIM nepenaroTcs 3anumaembie CK3U nepconanbHble TaHHBIC
(tanee - KaHaJ CBS3M);

BCE BO3MOJKHBIE JIaHHBIC, TIEpeJaBaeMble B OTKPBITOM BH/JIE IO KaHallaM CBSI3H, HE 3alIUIIIEHHBIM OT
HECaHKIIMOHUPOBAHHOTO JAOCTYIA K HH(OPMAIH OPraHU3allMOHHBIMU M TEXHUYECKUMHU MEpaMH;

cBeZleHHsT 000 BceX MPOSBIAIOIIMXCS B  KaHalax  CBsI3W, HE  3al[UIICHHBIX  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K HMH(POPMAIMU OpPraHM3alMOHHBIMA M TEXHUYECKUMH MEpaMH,
HapyleHuax npasui dkcruryarauuu CK3U n CO;

cBeZleHHsT 000 BceX IMpOSIBIAIONIMXCS B KaHaJax  CBSI3M, HE  3alllMIIEHHBIX  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTyMa K HWH(MOPMALMU OpPraHW3aLMOHHBIMA M TEXHHYECKUMH MEpaMH,
HEUCHPAaBHOCTSX U cOosix anmnaparHbix koMnoHeHToB CK3U u CO;

CBEJICHUS, MOJIydyaeMble B pe3ysibTaTe aHalu3a JIIOObIX CHTHAJIOB OT alapaTHBIX KOMIOHEHTOB
CK3U u CD;

) IPUMEHEHHUE:

HaXOJSIIMXCS B CBOOOJHOM JOCTYNE WM UCHOJIb3YEMBIX 3a MpeesiaMUi KOHTPOJIUPYEMOU 30HBI
AC u 110, Bxirouas annapaTtasie 1 nporpammubslie KoMnoHeHTsl CK3U u C;

cnenuanbHo pazpadboranusix AC u I10;

3) UCMOJIb30BAaHUE Ha HTAIle SKCIUTyaTalluy B Ka4eCTBE Cpe/ibl epeHoca OT cyObeKTa K 00beKTy (0T
00BeKTa K CyOBEKTY) aTaKu AEHCTBHIA, OCYIIECTBISEMBIX IPU MOATOTOBKE U (UJIM) MPOBEICHNUH aTaKu:

KaHAJIOB CBS3M, HE 3alIMIIEHHBIX OT HECAaHKIMOHMPOBAHHOIO JIOCTyNa K HWH(pOpManuu
OpPraHU3aI[MOHHBIMH U TEXHUYECKUMU MEPaMU;

KaHAJIOB paclpOCTpaHEHHs CUTHAJIOB, conpoBoxaAaonmx ¢pynkunonuposanue CK3U u CP;

M) TpOBEJIEHUE Ha JTale OSKCIUTyaTallud aTakd W3 HH()OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX
ceTel, JOCTYN K KOTOPBIM HE OTPaHUYEH OMpPEeeIEHHBIM KPYroM JIUII, €CJIM MH(POPMALMOHHbBIE CUCTEMBI,
B KOTOPbIX UCTonb3ytoTcss CK3M, HMEI0T BBIXO/T B 3TH CETH;

K) MCIOJb30BAHUE HA ATalle HKCIUTyaTallMM HAXOIAIIMXCS 3a MpeeaMu KOHTPOJIMPYEMOW 30HBI
AC u I1O u3 cocraBa cpenctB MH(POPMAITMOHHOW CHCTEMBI, TPUMEHSEMBIX Ha MECTaX AIKCIUTyaTariu
CK3MU (manee - mraTHbIe CPEICTBA).

11. CK3U xmacca KC2 mnpuMeHSIOTCS Il HEWUTpalM3aliyd aTak, MPHU CO3JaHHH CIOCOOOB,
MOJTOTOBKE U MPOBEIEHUN KOTOPBIX UCIOJIB3YIOTCS BOZMOKHOCTH U3 YUCIIA IEPEUNCIICHHBIX B ITyHKTE 10
HACTOALIETO IOKYMEHTA U HE MEHEE OJIHOM U3 CIEAYIONUX JTOTOTHUTEIbHBIX BO3MOKHOCTEMN:

a) MIPOBEJICHUE aTaKU MPU HAXO0XIECHUHU B IIPEJEIax KOHTPOJIUPYEMOU 30HBI;
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0) mpoBeneHue arak Ha dTane dkcruryaraiuu CK3U Ha cnegyronme 00bEeKThI:

noxkymenTanuio Ha CK3U u komnonentsl CO;

[TomenieHusi, B KOTOPBIX HAXOAWUTCS COBOKYIHOCTb IPOTPAMMHBIX U TEXHUYECKHUX 3JIEMEHTOB
CUCTeM O0pabOTKH JAHHBIX, CIOCOOHBIX (YHKIIMOHHPOBATH CAMOCTOSTEIbHO WM B COCTaBE JIPYrHX
cucteM (nanee - CBT), Ha koTopsIx peanu3oBansl CK3U u CO;

B) IMOJIy4€HHE B paMKax MPeIOCTABICHHBIX MOJIHOMOYMH, a TaKKe B pe3ysibTaTe HaOIIOAeHUN
crenyroniei naGopMaluu:

cBeeHHM O (U3MUecKMX Mepax 3alluThl OOBEKTOB, B KOTOPBIX pa3MELIEHbl PECYPCh
UH(POPMALIMOHHON CUCTEMBI,

CBEICHHI O Mepax MO OOECHeueHUI0 KOHTPOJIHUPYEMOM 30HBI OOBEKTOB, B KOTOPBIX pa3MELICHBI
pecypchl HHOPMAIIMOHHON CUCTEMBI;

CBEJICHUI O Mepax Mo pasrpanudeHuto noctyna B I[lomemienus, B kotopbix Haxoaarcs CBT, na
koTopbix peanuzoBanbl CK3U u CO;

I) WCIOJIb30BaHHWE INTATHBIX CPEACTB, OrPAHUYEHHOE MEpaMH, pEalM30BAHHBIMH B
UH(POPMALIMOHHON cucTeMe, B KoTopoil ncnoin3yercss CK3U, n HanpaBiieHHBIMU Ha MPEIOTBPAILICHUE H
MIpECEUYCHNE HECAHKIIMOHUPOBAHHBIX JCHCTBUM.

12. CK3U xmacca KC3 mnpuMeHSOTCS Uisi HEUTpalv3alliu aTak, MpPU CO3JIaHUU CIIOCOOOB,
MOATOTOBKE U MPOBEACHUU KOTOPHIX MCHOJIb3YHOTCS BO3MOXXHOCTH U3 YUCIA MEPEUYUCICHHBIX B ITYHKTAX
10 m 11 HacTosLIero AOKYMEHTA U HE MEHEE OAHOW U3 CIIETYIOLIUX JTONOJHUTEIBHBIX BO3MOKHOCTEN:

a) pusuueckuii nocryn k CBT, Ha xotopsix peanuzoBansl CK3U u CO;

0) BO3MOXHOCTb pacrnosiaraTh annapaTHeiMu koMrnoHeHTaMu CK3U u CO, orpaHndeHHas Mepamu,
pearn30BaHHBIME B HH(POPMAIIMOHHOM cucTteMe, B KoTopoil ucnonb3yercss CK3U, u HanpaBineHHbIMU Ha
MPEAOTBPALIEHUE U PECEUCHUE HECAHKIIMOHUPOBAHHBIX JCHUCTBHIA.

13. CK3M kmacca KB mnpuMeHSrOTCS I HEHUTpalM3alliu aTakK, MPU CO3JaHUH CIIOCOOOB,
MOJMOTOBKE U MPOBEIECHUHU KOTOPBIX HCIIOIB3YIOTCS BO3MOXHOCTU U3 YHUCIIA NEPEYUCIICHHBIX B ITYHKTAX
10 - 12 HacTOAILIErO JOKYMEHTA U HE MEHEE OJHOM U3 CIEIYIOIINX JTONOJHUTEIBHBIX BO3MOXHOCTEH:

a) co3JlaHue croco0oB, MOArOTOBKA U MIPOBEJCHHUE aTaK C MPUBJIEUEHUEM CIEIMATMCTOB B 001acTH
aHaliM3a CUTHAJIOB, compoBoxaatoumx (GyHkiuonupoBanue CK3U nu CD, u B 061acTH UCIONb30BaHUSL
JUISL pealii3alii aTak HeIOKYMEHTHPOBAaHHBIX (HEAEKIapUPOBAHHbBIX ) BOZMOXKHOCTEH npukiaanoro 110;

6) nposenenue nadopatopHbix uccnenoanuii CK3U, ucnonb3yemMbIx BHE KOHTPOIUPYEMON 30HBI,
OTrpaHMYEHHOE MEpaMH, pealu30BaHHBIMU B MH(POPMAIIMOHHON cucTeMe, B KoTopoil ucnomis3yerca CK3U,
Y HalpaBJICHHBIMU Ha NPEAOTBPAILEHUE U IPECEUEHNE HECAHKIIMOHUPOBAHHBIX JIEHCTBUII;

B) NPOBEJCHHE pPaldOT MO CO3/IaHUIO CIOCOOOB M CPENCTB aTaKk B HAayYHO-HCCIEIOBATEIHCKUX
LEHTpax, CHelHaIu3upyromuxcs B obnactu paspaborku u aHammza CK3U u CO, B TOM umcie ¢
UCIIOJIb30BaHUEM MCXOJHBIX TekcToB Bxoxadmero B C® mnpukiangHoro IIO, HenmocpencTBEHHO
UCIIOJIBb3YIOIIETO BbI30BhI porpaMmubIX (yHkimii CK3U.

14. CK3U xmacca KA mnpuMeHSIOTCS i HEWUTpalud3alliu aTak, MpPU CO3JaHUH CIIOCOOOB,
MOJTOTOBKE U MPOBEIECHUU KOTOPBIX MCHOJIB3YIOTCS BO3MOXKHOCTH U3 YHCJIA NIEPEUUCIIEHHBIE B IIYHKTAX
10 - 13 HacToAIIEero JOKYMEHTA U HE MEHEE OJTHOM M3 CIEAYIOIIUX JOMOJHUTEIIBHBIX BO3MOXKHOCTEMN:

a) cOo3/1aHue CIOCOO0B, MOJTrOTOBKA U MPOBEICHUE aTaK C MPUBJICYEHUEM CIIEUAINCTOB B 00JIaCTH
UCIIONIb30BAaHUs JUIsl pealiu3alliid aTak HEeJAOKYMEHTHPOBAaHHBIX (HEAEKJIapHUpPOBAaHHBIX) BO3MOXKHOCTEH
cucremuoro I10;

0) BO3MOKHOCTh pacrojiaraTb CBEJCHUSAMH, COAECPKAIUMUCSA B KOHCTPYKTOPCKOHN JTOKyMEHTALUU
Ha anmnapaTHble U IporpaMMHbie KOMIOHEHThI CD;

B) BO3MOKHOCTb pacrojarath Bcemu anmnapaTHbiMu komnonentamu CK3U u CO.

15. B npouecce popMupoBaHUs COBOKYITHOCTH MPEAINOJIOKEHUH 0 BO3SMOXKHOCTSAX, KOTOPHIE MOTYT
UCIIONIb30BAaThCS MPH CO3JJaHUM CIOCOOOB, MOJAIOTOBKE U IPOBEIEHUU aTaK, JAOTOJHUTEIbHBIE
BO3MO>XHOCTH, HE BXOZSIIME B YMCJIO NEPEUYUCIEHHBIX B nyHkTax 10 - 14 Hacrosmero JOKyMEHTa, HE
BJIMSIIOT Ha MOPSIIOK onpeaeneHus Tpedyemoro kinacca CK3U.
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III. CocTaB u coaep;kaHMe OPraHU3AUMOHHBIX U TEXHUYECKUX MepP, He00X0AUMBIX /IJIsl BHITIOJIHEHUS
ycraHoBJieHHBbIX [IpaBuTenbeTBOM Poccniickoii @enepanun Tpe0OBaHMiA K 3a1IUTE MEPCOHAIBHBIX
JAAHHBIX /151 3 YPOBHS 3alIIMIIIEHHOCTH

16. B coorBerctBuu ¢ mnyHkroMm 14 TpeGoBaHWii K 3alIuTe NEPCOHAIBHBIX JAHHBIX IS
oOecrieyeHus 3 ypOBHsI 3aIUIIEHHOCTH MEPCOHATBHBIX JaHHBIX IPU X 00pabOoTKe B MH(POPMAUOHHBIX
CUCTEMax IMOMHUMO BBINOJIHEHUS TPeOOBaHMI, MPEAYCMOTPEHHBIX IYHKTOM 5 HACTOSLIETO JOKYMEHTa,
HE00X0/IMMO BBITIOJTHEHHE TPEOOBAaHUS O HA3HAUEHHUH JIOJDKHOCTHOTO JHIa (pabOTHUKA), OTBETCTBEHHOT'O
3a obecrieueHre 0e30MacHOCTH MEPCOHATBHBIX IaHHBIX B HH(GOPMAIMOHHON CHCTEME.

17. JIns BeINOJTHEHUS TpeOOBaHMs, YKA3aHHOTO B ITYHKTE |6 HACTOAIIErO JOKYMEHTa, HEOOXO0IUMO
Ha3Ha4yeHHe O0JaalolIero JAOCTaTOYHBIMU HAaBBIKAMU JIOJDKHOCTHOTO JHIla (paboTHHKA) orepaTropa
OTBETCTBEHHBIM 3a o0ecrieueHue 0e30MacHOCTH NEPCOHAIBHBIX JAaHHBIX B HH(POPMAIIMOHHOW CUCTEME.

18. Jlns BeImonHeHHuss TpeOOBaHUS, YKa3aHHOrO B MOANyHKTe "I TyHKTa 5 HACTOSIIETO
JIOKYMEHTa, HEOO0XOAMMO BMECTO MeEphl, IPEIyCMOTPEHHOH mojanyHkToM "B" myHkTa 9 HacTosIero
JIOKYMEHTA, UCTOJIb30BaTh Ui o0ecreueHus: TpeOyeMoro ypoBHS 3alllUIIICHHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAITMOHHOW CHCTEME:

CK3MU kiacca KB u BbIlIe B citydasix, Korjaa 1Jig HH()OPMAIMOHHONM CUCTEMBI aKTyallbHbI YTPO3bI 2
THIIA;

CK3MU knacca KC1 u Bbllie B ciiy4asx, Korjaa st ”HGOPMAIMOHHON CUCTEMbI aKTyaJIbHbBI YTPO3bI

3 Tura.

IV. CocTaB u conep:kaHue OPraHU3aMOHHBIX U TEXHHYECKUX MepP, He00X0AMMBbIX /IJIsl BbINIOJIHEHUS
ycranoByeHHbIX [IpaButenscTBoM Poccuiickoii @egepannu TpedoBaHUI K 3alIMTE NEPCOHATBHBIX
JAHHBIX JIJIS1 2 YPOBHS 3aIIHIEHHOCTH

19. B cootBerctBuum ¢ mnyHkToMm 15 TpebGoBanuid K 3amuTe TMEPCOHATBHBIX JAHHBIX IS
oOecrieyeHns 2 ypOBHs 3alllUIIEHHOCTH MEPCOHATBHBIX JaHHBIX MPU X 00paboTKe B MH(POPMALMOHHBIX
CHUCTEMAax ITOMHMO BBINIOJHEHUSI TpeOOBaHUI, NPEAYCMOTPEHHBIX IyHKTamMu 5 W 16 HacTodIero
JIOKYMEHTa, HEOOXOJUMO BBINIOJIHEHHE TPEOOBAaHUS O TOM, YTOOBI AOCTYI K COJACPKAHUIO JIEKTPOHHOTO
KypHaJIa cOOOIIEHUI ObT BO3MOXEH HCKIIOUUTEIBHO JUISl JOJKHOCTHBIX JIML (paOOTHHKOB) omepaTopa
WIN YTIOJIHOMOYEHHOTO JIMIIA, KOTOPhIM CBEIEHHs, CO/EpIKalluecsl B yKa3aHHOM >KypHasle, HEOOXOIUMBI
JUISL BBITIOJTHEHUS CITY’)KEOHBIX (TPYJOBBIX) 00s13aHHOCTEH.

20. Jns BbINONHEHMS TpeOOBaHMs, YKAa3aHHOTO B IMyHKTe 19 HacTOSIIEro JIOKyMEHTa,
HEOOXOaUMO:

a) YTBEpXJEHUE pPYKOBOJUTENIEM OIlepaTropa CHHCKa JIML, MJAOMNYIIEHHBIX K COJEpKaHUIO
3JIEKTPOHHOTO XypHaJla COOOILEHUH, U MOAJIep)KaHNe YKa3aHHOTO CIIMCKA B aKTyaJIbHOM COCTOSIHUY;

06) oOecneueHne  HMHPOPMAIMOHHOW  CHUCTEMbl  aBTOMATH3MPOBAHHBIMU  CPEICTBAMH,
PErUCTPUPYIOIIMMH 3aIPOChl MOJIb30BaTeNIeld HH(YOPMAIMOHHOW CHCTEMBI Ha MOJy4YeHHE MepCOHATbHBIX
JAHHBIX, a TakXke (DaKThl MperoCTaBICHUs NMEPCOHAIBHBIX JAHHBIX MO 3TUM 3alMpocaM B 3JIEKTPOHHOM
JKypHaJie COOOIICHUH;

B) oOecrieueHne  HMH(OPMAIMOHHOW  CHUCTEMbl  aBTOMATU3MPOBAHHBIMU  CpPEACTBaMH,
UCKJIIOYAIOMIMMH JIOCTYI K COJIEP’KaHUIO 3JIEKTPOHHOTO JKypHaia COOOUIEHWH UL, HE YKa3aHHbBIX B
YTBEPKACHHOM PYKOBOJIUTEIEM OIEpaTOpa CIMCKE JIUIL, IOMYIIEHHBIX K COAEPKAHHUIO SJIEKTPOHHOIO
JKypHajia COOOIICHUH;

) obecredeHne MepruoMUEcKOro KOHTPOIsl paboTOCIIOCOOHOCTH yKa3aHHBIX B MOANyHKTax "0" u
"B" HACTOSIIIETO MyHKTa aBTOMATU3HPOBAHHBIX CPEACTB (He pexe 1 pasza B moarosa).

21. Jna BeImosHEHWs TpeOOBaHUs, YKa3aHHOIO B TNOJANYHKTE 'T'" MyHKTa 5 HACTOSAIIETOo
JOKYMEHTa, HEOOXOAMMO BMECTO Mep, MPEeAyCMOTPEHHBIX MOAMyHKTOM "B" myHkTa 9 M myHkToM 18
HACTOSIILIET0 JIOKYMEHTa, HCIONb30BaTh Ui oOecneueHus TpeOyeMOoro YpOBHS —3alUIIEHHOCTH

22.01.2021 Cucrema 'APAHT 6/8


http://ivo.garant.ru/document/redirect/70252506/36

ITpukaz ®Cb Poccun ot 10 utons 2014 r. N 378 "O6 yrBepxaennn CocTaBa v COACPKAHHS OPTaHU3AIIMOHHBIX H. ..

NEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MHPOPMALIMOHHOW CUCTEME:

CK3U xnacca KA B ciydasix, korja i HHQOPMaIMOHHON CUCTEMBbI aKTyallbHBI YIpo3bl 1 THMa;

CK3U xnacca KB u BbIme B ciryyasx, Korja Uit HHGOPMAIIMOHHON CHCTEMBI aKTYaJIbHBI YTPO3bI 2
TUIIA,;

CK3U xnacca KC1 u BbIe B ciayvasx, Koraa Uit HHQOPMAIMOHHONW CUCTEMBI aKTyallbHBI YTPO3bI
3 Tumna.

V. CocTaB u coep:kaHNe OPraHU3aANNOHHBIX U TEXHHYECKHX Mep, He00X0AUMBIX /IJIsl BHITIOJIHEHHU S
ycraHoBJieHHbIX [IpaBuTenbcTBoM Poccniickoit @enepanun Tpe0OBAHMN K 3alIIUTE MEPCOHAIbHBIX
AAHHBIX /151 1 yPOBHS 3alIMIIIEHHOCTH

22. B cootBerctBuM ¢ mnyHkToM 16 TpeOoBaHMii K 3amuTe MEPCOHAIBHBIX JAAHHBIX IS
oOecrieyeHns | ypoBHSI 3aIIMIIEHHOCTH MEPCOHATBHBIX JAaHHBIX MPH WX 00paboTKe B WH(OPMAIMOHHBIX
CHUCTeMaxX MOMHMO BBIMOJIHEHHs] TPeOOBaHUM, MPENyCMOTPEHHBIX MyHKTamu 5, 16 m 19 wHacTodiero
JIOKYMEHTa, HEOOXO0IMMO BBHITIOJIHEHHUE CIIEAYIOIINX TPEOOBaHUIA:

a) aBTOMaTU4eCcKasi periucTpaius B SJIEKTPOHHOM KypHalie 0e30IMacHOCTH U3MEHEHHSI TTOJTHOMOYUN
COTPY/AHHKA OIeparopa IO JOCTYIy K MEPCOHAIBHBIM JaHHBIM, COJIEPKAIIMMCS B HWH(GOPMAIIMOHHON
CUCTEME;

0) co3maHMe OTACIBHOTO CTPYKTYPHOTO TOJApa3/eiieHUs, OTBETCTBEHHOIO0 3a o0ecredeHue
0€30MacCHOCTH MEePCOHANBHBIX JAaHHBIX B MH(POPMAIIMOHHON cucTeme, 100 BO3NOKeHHEe ero QyHKIUN Ha
OJIHO M3 CYIIECTBYIOUIMX CTPYKTYPHBIX MTOAPA3IEIECHUN.

23. Jlna BbINOJNHEHUs TpeOOBaHUsS, YKa3aHHOTO B ToJnyHkTe "a'" myHkTa 22 HACTOSIIETO
JIOKYMEHTa, HEOOXOIUMO:

a) oOecrieyeHne  WHMDOPMALIMOHHOW  CUCTEMBI  aBTOMAaTHU3UPOBAHHBIMU  CPEACTBAMH,
MO3BOJIAIOIIMMU aBTOMAaTUYECKH PErMCTPUPOBATH B 3JEKTPOHHOM >KypHayie Oe30MacHOCTH W3MEHEHMUS
MOJIHOMOYMI COTpYJHUKA oOmepaTopa MO AOCTYNY K MEPCOHAJIbHBIM JIaHHBIM, COJEp>KAIUMCS B
MH(OPMaLlMOHHON CHCTEME;

0) oTpakeHHE B AJIEKTPOHHOM >KypHajle O€30MacHOCTH MOJHOMOYHUI COTPYIHHKOB OIepaTopa
MEePCOHANIBHBIX JTAHHBIX IO JOCTYNY K MEPCOHAJIBHBIM JIaHHBIM, COJEPXAIIMMCS B HMH(POPMAIIMOHHON
cucteMme. YKa3aHHbIE TOJTHOMOYHS JOKHBI COOTBETCTBOBATH JOHKHOCTHBIM O0SI3aHHOCTSAM COTPYAHHUKOB
orepaTopa;

B) Ha3HAa4YeHHE OIEpaTopoM JIHIA, OTBETCTBEHHOTO 3a TMEPUOJWYECKUN KOHTPOJb BeEICHUs
3JIEKTPOHHOTO KypHajla 0€30MaCHOCTH M COOTBETCTBUS OTPAKEHHBIX B HEM IOJHOMOYMH COTPYIHUKOB
oreparopa Mx J0JDKHOCTHBIM 00s3aHHOCTAM (He pexe 1 pa3a B MecsL).

24. Jlna BbloOJMHEHUs TpeOoBaHMS, yKa3aHHOro B mojanyHkte "O" myHkTa 22 HACTOSIIETO
JIOKYMEHTa, HE0OXOIUMO:

a) MPOBECTH aHaJU3 IEeJIeCO0O0pPAa3HOCTH CO3/IaHUsl OTAEIBHOIO0 CTPYKTYPHOTO MOJpa3/ieieHHUs,
OTBETCTBEHHOT0 3a o0ecrieueHre 6e30MacCHOCTH MEPCOHATIBHBIX JAaHHBIX B MH()OPMAIIMOHHON CHCTEME;

0) co3marh OTIETBHOE CTPYKTYPHOE TMOApA3JeeHHe, OTBETCTBEHHOE 3a o0ecredeHue
0€30MacHOCTH TMEePCOHANBHBIX JaHHBIX B MH()OPMAIMOHHOW CHUCTEME, TMOO BO3JIOKUTH €ro (PYHKIIMH Ha
OJIHO M3 CYIIECTBYIOUINX CTPYKTYPHBIX MOAPa3IEICHUN.

25. Jlna BeIMONHEHHWsT TpeOOBaHUS, YKa3aHHOTO B TOJAMyHKTe "a" TyHKTa 5 HACTOSIIEro
JTIOKYMEHTA, JIJ1s1 obecrieueHus 1 ypoBHS 3alIMIIEHHOCTH HEOOXOAMMO:

a) obopymoBaTh okHa [loMerneHuii, pacmonOXeHHbIE HA TEPBBIX M (WUJIM) MOCIETHUX ITa)xax
3/laHuH, a Takke okHa lloMernenuii, HaXoAsIIKMECS OKOJO MOYKApHBIX JECTHMIl U JIPYIHMX MECT, OTKyJa
BO3MOXKHO MpPOHUKHOBeHHE B IloMelleHHs TOCTOPOHHHUX JIMI[, METAJUIMYECKHUMH pEIIeTKaMU WIH
CTaBHSMH,  OXpPaHHOW  CHTHaIW3alMe  WIM  JPYyTUMHA  CPEACTBAMH,  MPEMSATCTBYIOIIUMH
HEKOHTPOJIUPYEMOMY TPOHUKHOBEHUIO OCTOPOHHHUX JIMI] B IOMEILICHHUS;

6) obopynoBath okHa U ABepu [lomenieHuii, B KOTOPBIX pa3MeIIeHbl cepBepbl HH()OPMALIMOHHON
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CUCTEMBI, METAJUIMYECKMMM pEeUIeTKaMH, OXPAaHHOM CUTHaJIu3aluedl WIM JpYIrUMH CpEICTBaMH,
MPENATCTBYIOLIMMH HEKOHTPOJIMPYEMOMY TPOHUKHOBEHHIO TTIOCTOPOHHMX JIUI] B TOMEILICHHUS.

26. [Jna BemosHeHWs TpeOOBaHWS, YKa3aHHOIO B NOANyHKTE 'T'" MyHKTa 5 HACTOSAIIETO
JIOKYMEHTa, HEOOXO0IMMO BMECTO MEp, MPEIYCMOTPEHHBIX MOAyHKTOM "B" myHkTa 9, mynkrtamu 18 n 21
HACTOSIILIETO JOKYMEHTa, HCIONb30BaTh i oOecreueHuss TpeOyeMoro ypoBHS —3aIIUIIEHHOCTH
NEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKe B MHPOPMAIIMOHHON cUCTEME:

CK3U knacca KA B ciydasix, korna st “H(GOpPMAIIMOHHON CUCTEMBI aKTyalIbHBI yrpo3bl | THIIA;

CK3U xnacca KB u BbIIIe B cityqasix, Korja Ayt ”HGOPMAIIMOHHON CHCTEMbI aKTyaJIbHbI YTPO3bI 2

THUIIA.

* Cobpanue 3akoHo1aTenbeTBa Poceniickoit @eneparum, 2012, N 45, 6257.

** K oramam sxku3HenHoro mukiaa CK3W otHocsTcs pa3paboTka (MoJaepHHU3aNMsI) yKa3aHHBIX
CPEACTB, MX MPOU3BOJCTBO, XpaHEHHE, TPAHCIOPTHPOBKA, BBOJA B OIKCIUTyaTaluio (IIyCKOHAIAIO04YHBIE
paboThl), SKCILTyaTallUs.

*#% I'paHuuedl KOHTPOJIMPYEMOH 30HbI MOTYT OBITH MEPUMETP OXpaHSIEMOW TEpPPUTOPUU
npennpusaTust (YUpexaeHus), OTpakIaolue KOHCTPYKIUU OXPaHSEMOro 3[aHusl, OXpaHSIeMOW YacTH
3/1aHUSI, BBIIEJICHHOTO TOMEIICHUSI.
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